DEPARTMENT OF THE NAVY
NAVAL EDUCATION AND TRAINING SECURITY
ASSISTANCE FIELD ACTIVITY
125 WEST ROMANA ST SUITE 600
PENSACOLA FLORIDA 32502-5849

IMSO BULLETIN
BuLLETIN No.: 07 — 005 DATE: FEBRUARY 13, 2007
Subject: Potential Identity Theft Threat

Effective Date: Immediately

BULLETIN TYPE: X | Action Poliey _ Information
New Modification Cancellation

Summary:

A 29 January 2007 warning on the SAN Website cautions all SAN users against responding to an
e-mail from a bogus source, the “San Abuse Department”. This warning is repeated here for
emphasis:

WARNING: If you receive an e-mail from the "San Abuse Department”
asking to confirm your e-mail address, disregard and delete the message.
IT DID NOT COME FROM THE SAN. Such messages should always be
ignored - never provide your userid or password outside the normal system
login and password change screens.

Action:
1. IMSOs should be aware of this potential threat to the on-line security of the SAN, and delete
any such e-mails from “San Abuse Department”.

2. IMSOs should share this information with any other staff members at their learning site who
utilize the SAN Web

AUTHORIZING SIGNATURE:

Qprss £ Ktgues

DISTRIBUTION:
US Navy IMSOs
Cc  DSCA DISAM
NAVY IPO USMC (SCETC)
USCG (G-CI)




